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Current Status

• Local Breaches 
–Liberty Breach
–Master Deeds Records
–Gautrain

• International Breaches
– British Airways
– Facebook
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Cybercrime
Targeted /

Non-targeted

Cybercrime
Targeted /

Non-targeted

Nation StateNation State

Insider ThreatInsider Threat HacktivismHacktivism

ThreatsThreats

• Cybercrime - Most common, main goal 
is monetization

• Nation State - depending on company 
profile can be espionage, intellectual 
property theft, sabotage

• Insider Threat – monetization, sabotage 
/ revenge

• Hacktivism – indirect target for a 
political / social statement

Threat Profiles
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Gang Crime Group Crime 
Organization Syndicate Cartel Consortium

Cybercrime
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GLOBAL RISK REPORT
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Availability
• Denial of service
• Distributed Denial of service
• Sabotage

Abusive Content
• Spam
• Cyberbullying
• Cyber stalking
• Child Pornography
• Violence

Information security
• Unauthorized access to 

information
• Unauthorized modification of 

information
• Ransomware

Malicious Code
• Viruses
• Worms
• Trojans
• Spywar

Fraud
• Unauthorized use of 

resources
• Copyright infringement
• Masquerade

Information Gathering
• Scanning
• Sniffing
• Phising
• Spoofing
• Pharming

Intrusion attempts
• Exploitation of known 

vulnerabilities
• Login attempts
• New attack Signature

Intrusions
• Privileged account compromise
• Unprivileged account compromise
• Application compromise
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Cybercrime – Follow the money
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Cyber Attack Methods

• Sextortion
• Everything as a service (has, raas, etc.)
• Invoice changes (email attack)
• Malware
• Phishing
• Social Engineering
• Spam
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Job Scams
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PHYSICAL vs CYBER SPACE

• 4th Industrial Revolution
• Offline vs Online environment
• Sensors
• Smart Devices
• Movement of crime
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SOCIAL MEDIA & OSINT

• Open Source Information
• Social media attacks
• Social Intelligence
• Cyber Hygiene
• Profiling
• Reconnaissance as a first step
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Incident Impact - Real
Cyberattack impact factors:

 Technical investigation
 Customer breach notification
 Regulatory compliance
 Attorney fees and litigation
 Post-breach customer protection
 Public relations
 Cybersecurity improvements

But also:
 Insurance premium increases
 Increased costs to raise debt
 Impact of operational disruption
 Value of lost contract revenue
 Devaluation of trade name
 Loss of intellectual property
 Lost value of customer relationship
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PATH TO CYBER RESILIENCE

• Regulations & Legislature
–POPIA
–Cybercrime Bill
–GDPR

• Standards & Frameworks
–ISO27001/27002
–NIST

• Intelligence
• Policies & Procedures
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CYBER RESILIENCE: TOOLS & TECHNIQUES

Connecting to unsecure network

Malware protection 

Patch Management

Incident Response
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CYBER RESILIENCE: TOOLS & TECHNIQUES

Disk & File Encryption

Backups

Secure Communication

Passwords

Cloud
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Cyber Security Learning Platform
• Gamification
• Practically apply theoretical 

concepts 
• Critical Thinking
• Training programs (awareness to 

advanced)

Cyber Ranges
• Simulations
• Public infrastructure to military 

operations
• Networks to digital enterprises

Workforce Readiness
• Profiling & Hygiene
• Assess competencies
• Potential and current workforce 

Cyber Resilience
• ISO 27001 
• Secure Cloud
• Endpoint Monitoring
• Consultation
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Power is in the hands of those who 
control information
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