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Current Status

* Local Breaches
—Liberty Breach
—Master Deeds Records

—Gautrain

* International Breaches

LIBERTY — British Airways
— Facebook
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Threat Profiles
Cybercrime . * Cybercrime - Most common, main goal
Targeted / Nation State is monetization
Non-targeted + Nation State - depending on company

profile can be espionage, intellectual
property theft, sabotage
« Insider Threat — monetization, sabotage

Threats

/ revenge
« Hacktivism — indirect target for a
Hacktivism political / social statement
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cybe rc ri me Proportion of Participants

sophisticationiskill levels and various roles
Examples:

[« Eiite researchers

Sophisticated/ Administrators o Explcicdeiopen
highly skilled + Zero-day researchers . Ac.a-service providers
« Malware writers | Viral money mule
Subject-matter Identity collectors | services
experts « Programmers « Spammers
« Tech experts |+ Botnet owners

|+ Drop service
|+ bistributors

| + Hosted systems
providers

Can be sophisticated
or unsophisticated

« Cashiers

Mules (witting) i 'Dmg:'t;ﬂl data

Unsophisticated/
less skilled General members 2 e

« Observers

Mules (unwitting)

Crime.
Organization
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o GLOBAL RISK REPORT
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Information security
* Unauthorized access to « spam
information i { = Lyberbullying
+ Unauthorized modification of 9 () | - cyber staking
information = Child Pornegraphy
* Ransomware 01 Holenice
Eraud 7\
* Unauthorized use of
resources T
« Copyright infringement i
" Shywar
* Masquerade 04 02 i
@ : Iny i
LJ J = Scanning
* Denial of service * Sniffing
« Distributed Denial of service o * Phising
* Sabotage = Spoofing
- = Pharming
* Privileged account compromise L
-8 . « Exploitation of known
« Unprivileged account compromise inerabiltties
* Application compromise N s
* Login attempts Cyber Security
« New attack Signature Institute




Cybercrime — Follow the money

koSt PROFIT

330045000 415051000 $150-4200 sm50 31543

web “Bulletproo
injects

Traffic and
spom purchase

Money. cal sim Emaliiphione
taundering service swop ooding”
Daom st 155100 $1505300 20

Main Income 51005200 5510

Stolen Stolen

funds credit/debit

cards
Per-demand
malware Botnet
installation logs.
s155 $1 520
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Cyber Attack Methods

* Sextortion

* Everything as a service (has, raas, etc.)
* Invoice changes (email attack)

* Malware

* Phishing

* Social Engineering

* Spam

SeXToxl ; B

HaaS
Hacking as a Service

The development of
Cyber services for hire
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Job Scams
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PHYSICAL vs CYBER SPACE

* 4t Industrial Revolution

* Offline vs Online environment
* Sensors

* Smart Devices

* Movement of crime
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SOCIAL MEDIA & OSINT

* Open Source Information

* Social media attacks

* Social Intelligence

* Cyber Hygiene

* Profiling

* Reconnaissance as a first step
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Incident Impact - Real

Cyberattack impact factors:

+ Technical investigation
Customer breach notification
Regulatory compliance
Attorney fees and litigation
Post-breach customer protection
Public relations
Cybersecurity improvements

But also:

Insurance premium increases
Increased costs to raise debt
Impact of operational disruption
Value of lost contract revenue
Devaluation of trade name

Loss of intellectual property

Lost value of customer relationship

<10%

of total impact

Incident iage
el

comprise

Recovery stretches
over years

Impact

Wk ormonths
" ven atnacue o apecatons
o repas o o e

s Tty and U 5585
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PATH TO CYBER RESILIENCE

* Regulations & Legislature
—POPIA

—Cybercrime Bill

—GDPR

Standards & Frameworks
—1S027001/27002

—=NIST

« Intelligence

NIST Cybersecurity Framework

TR
ISO
N
27001

@Cyﬁel Security
Institute

* Policies & Procedures
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CYBER RESILIENCE: TOOLS & TECHNIQUES

@ - n Connecting to unsecure network
VPN

NordVPN'

Malware protection

" KASPERSKYS
Bitdefender
Patch Management

Incident Response
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CYBER RESILIENCE: TOOLS & TECHNIQUES

I Disk & File Encryption
Vet Gt
STEAENE
LM IIER,
7,
W

\ ((~have i been pwned?
KeePass = = _
. 5 Cyber Security
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° Cyber Security Learning Platform
" « Gamification
° « Practically apply theoretical
concepts
° - « Critical Thinking

Training programs (awareness to
advanced)

[ ]
® ® Cyber Ranges.
+  Simulations
+ Public infrastructure to military
L [ ] operations
« Networks to digital enterprises

0 Workforce Readiness
7 « Profiling & Hygiene
| -+ Assess competencies
+ Potential and current workforce

Cyber Resilience
+ IS0 27001
4 « Secure Cloud

/| « Endpoint Monitoring
- Consultati .
- il Cyber Security
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Power is in the hands of those who
control information
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